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Frederick Police Detective Dave Baumhover would like to warn the public about a new scam that appears on
ATMS, gas pumps and rental movie kiosks called skimming. In credit card skimming schemes, thieves use a
device to steal credit card information in an otherwise legitimate credit or debit card transaction. When a credit
card is run through a skimmer, the device stores the credit card information. Thieves then use the data to make
fraudulent charges either online or with a counterfeit card.
In the case of ATM and debit cards, thieves withdraw cash from the linked checking account. Additionally,
thieves will often utilize a hidden micro camera or keypad overlay. This is to capture data the victim enters, for
example a PIN. While the hidden micro camera simply video records data entered, the keypad overlay rests on
the top of the existing keypad. Overlays are extremely thin and look and feel just like the real thing. They also
store each key press, along with a timestamp. When you press the fake keypad it simply depresses the real key
below it making the machine still respond to input.
Taking a brief moment to inspect any credit/debit card readers before you swipe could end up saving you from
identity and credit card theft. Before swiping your card into a credit card reader, check for some obvious signs of
tampering of the device, specifically the card reader itself and the keyboard. If something looks different, such
as a different color or material, graphics that aren’t aligned correctly, or anything else that doesn’t look right,
don’t use the device. Often times the skimmers and micro cameras are fastened to the device with two sided
tape as the thieves don’t intend to leave the skimmers attached for more than a few hours at a time.
If you believe you’ve discovered a device that is suspicious or you’re certain it has a skimmer contact the police
immediately at 720.652.4222. It’s likely the thief who installed it is nearby watching his/her equipment while it
downloads your personal financial information.
Check out some photos of examples on the next page.
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